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Objectives

01

Enumerate the mandates of the 
Cybersecurity Act of 2015  and 

The “Health Industry 
Cybersecurity Practices. “…

02
Enumerate the current cyber 

threat in healthcare.
03

Identify vulnerabilities when 
using software, the internet, and 

medical devices.

04

Discuss difference between

Phishing, Ransomware attack, 
Insider-

accidental Data Loss, Accidental 
and

Malicious Data loss.

05
Enumerate the best practices to 

combat cyber-attacks.
06

Discuss APhA, and ASHP 
statements on cybersecurity and 

recent events.

Appreciate the impact of 
unmanaged cybersecurity  

pharmacy practice. 



Impact of Cyberattacks (IBM)

• Healthcare data breach costs

• Hospitals have an average loss

of $8M per ransomware incident (CISA, 2023).

• Pharmaceutical industry ranked third

$10.93 
million

$4.8 million



What is the impact of a Cyber Attack?
• Lost of access to data such as 

medical history, treatment regimens, 
or prescriptions 

• Loss of data or files, and shutdown

• Loss of ability to maintain 
operations, critical infrastructure, 
and critical systems impacting the 
organization’s revenue 

• Unavailability of medical devices and 
equipment



What is the impact of a Cyber Attack?

• Identity theft

• Intellectual property theft

• Civil Money Penalties

• Loss of reputation

• Loss of future business 

8



Recent Breach Change Healthcare

• Change Healthcare- one of the largest healthcare processors 
(subsidiary of UnitedHealthcare)

• Cyber attack occurred on February 2024

• The attack was contained, and a recovery plan put in place.

• Many industries gave Change Healthcare technical support.

• Support system was put in place for customers and providers.

• Change Healthcare paid $22 million in Bitcoin in ransom. 
($1,526,932,556,996).

Testimony hearing: https://d1dth6e84htgma.cloudfront.net/Witty_Testimony_OI_Hearing_05_01_24_5ff52a2d11.pdf



Testimony Hearing: Change Healthcare

• The server had no multifactor authentication (MFA).

• A third of the American population was affected.

• Government agencies that were involved: Energy and Commerce, 
CMS, Administration of Strategic Preparedness and Response.

• The Oversight and Investigation Subcommittee convened a hearing 
with UnitedHealthcare.

• OCR's investigation of Change Healthcare and UHG will focus on 
whether a breach occurred and compliance with the HIPAA Rules.

Testimony hearing: mhttps://d1dth6e84htgma.cloudfront.net/Witty_Testimony_OI_Hearing_05_01_24_5ff52a2d11.pdf



The 405(d) Program Mandate
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The 405(d) Program Mandate

• The 405(d) Program started as a congressional mandate under the 
Cybersecurity Act of 2015 (CSA), Section 405(d) to strengthen the 
cybersecurity posture of the healthcare and public health sector. 

One goal:

“to develop a document that brought forth cybersecurity awareness 
and provided best practices for mitigating the most pertinent cyber 
issues within the healthcare sector.”



The 405(d) Task Group

• Developed a General Guidance and two 
Technical Volumes. (2022)

• Goals:

1. Cost-effectively reduce cybersecurity risks 
for a range of health care organizations;

2. Support voluntary adoption and 
implementation; and

3. Actionable, practical, and relevant to 
healthcare stakeholders of every size and 
resource level.

• Based upon (National Institute of Standards and 
Technology)  NITS Cybersecurity Framework

Graphic Source: https://405d.hhs.gov/Documents/HICP-Main-508.pdf



Health Industry Cybersecurity Practices: Managing 
Threats and Protecting Patients

• Is a Call to Action: Healthcare Delivery Organizations (HDOs) 

Cybersecurity, is a priority for Patient Safety

HDO’s need to make bold changes and investments

Effective cybersecurity is a shared responsibility



Cyber Security is a Shared  Responsibility

15https://hhscyber.hhs.gov/



Cyber Threats
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Vulnerabilities versus Threats

• A vulnerability is a weakness or flaw in an operating system, 
network, or application. 

• Easy to guess passwords, unpatched systems, lack of encryption, 
insecure network configurations, human error or outdated 
software are all vulnerabilities.

• Lack of risk assessment and mitigation causes vulnerability.

• A threat is an actor (outsider or insider) who tries to exploit 
vulnerabilities to gain unauthorized access to data or systems.
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Risk Mitigation Process and Strategies

https://www.mha-it.com/2020/01/29/risk-management/ 18



Five Current Threats

1. Social Engineering  Attacks

2. Ransomware Attacks

3. Loss or Theft of Equipment or Data

4. Internal, Accidental, or Intentional Data Loss

5. Attacks Against Connected Medical Devices that may Affect 
Patient Safety



Social Engineering Cyber Attacks (Phishing)

Smishing- the fraudulent practice of 
sending text messages alleging to be 
from reputable companies to induce 
individuals to reveal personal 
information.

Whaling- a type of phishing attack 
where a particularly important person 
in the organization is targeted.

Social engineering- use of fraudulent 
emails, text messages, phone calls or 
websites to trick people into sharing 
sensitive data, downloading malware.

Middle-of-a-Man (MITM)- a threat 
actor puts themselves in the middle 
of two parties, typically a user and an 
application, to intercept their 
communications and data exchanges



Do you see what I see?



Social Engineering Examples



Ransomware Attack

• Extorsion software (malware) 
that gets access to device(s) locks 
up computers, operating systems 
or individual files.

• Prevents from accessing your 
device and the data stored on it, 
usually by encrypting the victims' 
files.

• It demands a ransom from the 
institution or person attacked.





Loss o Theft of Equipment and Data

• One laptop is stolen every 53 seconds.

• 74% occurred in public places or traveling. 

• 70 millions smartphones are lost, 7% recovered.

Crime Statistics: https://gitnux.org/laptop-theft-statistics/

YOUR COMPUTER IS YOUR LIFE



Data Loss

Source: Komando Security.com

• Usually happens from not 
using proper passwords, 

• Not abiding to password 
policies,

• Sharing passwords,
• Using unsecured internet sites, 
• Unplugging unknown UBS.

5-characers- instantly
8 –character U&L-2 minutes
8-character U&L, symbol-35 minutes
10-characters U&L, symbols -5 months



Internal Accidental or Intentional Data Loss

Intentional Insider Threat

• Malicious loss or theft to the 
organization network, infrastructure 
or database.

Accidental Insider Threat

• Mistake, error or negligence

• Accidental data leaks/loss 

Source: https://www.fortinet.com/

Source: Komando Security.com



According to CISA (Cybersecurity & Infrastructure Security 
Agency) an Insider is Known and Trusted

Employees, interns, organization 
members, and those to whom 

the organization has given 
sensitive information and 

access.

A person given a badge or 
access device identifying them 

as someone with regular or 
continuous access

A person to whom the 
organization has supplied a 
computer and/or network 

access.

A person who develops the 
organization’s products and 

services.

A person who is knowledgeable 
about the organization’s trade 

secrets.



Internet of Things

Source: https://medium.com/@bmuha1/what-is-the-iot-introduction-to-the-internet-of-things-57335391cd5f



Attacks to Connected Medical Devices

“The Internet of Things”

• Oracle defines IoT as “physical objects embedded with sensors, 
software, and other technologies for the purpose of connecting and 
exchanging data with other devices and systems over the internet”.

What devices you have at home that qualify as IoT?



https://405d.hhs.gov/cornerstone/hicp



Knowledge Check #1

Ransomware’s defining characteristic(s) include:

a) It immediately shuts down your computer system

b) It will deny access to user’s data

c) Is a type of malicious software

d) Causes your font type to appear blurry

From: CISA’s training; Ransomware-Not if, but when

Q
A



Knowledge Check #2

Which of the following activities can cause data to be 

damaged or lost?

a) Staying online too long

b) Never fully shutting your computer down

c) Unauthorized access to a system

d) Always keeping your computer charging

From: CISA’s training; Loss or Theft of Equipment and Data

Q
A



Knowledge Check #3

• This is the password you selected: Dove67@

• Do you think Dove67@ is a good password?



Combat with Best Practices
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Health Industry Cybersecurity Practices: Managing Threats and 
Protecting Patients, 2023 Edition. P.15.

https://medium.com/google-cloud/zero-trust-
security-model-a-new-approach-to-network-
security-9dee89564b3e

Approaches Promulgated Under Section 405(d)



1. Email Protection Systems

2. Endpoint Protection 

3. Access Management

4. Data Protection & Loss   

Prevention

5. Asset Management

6. Network Management 

7. Vulnerability Management

8. Incident Response 

9. Medical Device Security 

10. Cybersecurity Policies

Technical Volumes: Mitigation Practices



405(d) Recommended Practices (Vol. 1)

Email Protection 
Systems

Endpoint Protection 
Systems

Access Management
Data Protection and 

Loss Prevention

Configure
Basic security 
Controls

Training workforce 
on cyberattacks

Install  and update
approved 
endpoint security
software, firewalls

Update passwords

Account configuration

Provision of policies

Data classification
policy
Procedure on handling
sensitive data

Endpoint: https://www.gartner.com/reviews/market/endpoint-protection-platforms



405(d) Recommended Practices (Vol. 1)

Assets

Management

Network 

Management

Vulnerability  
Management

Inventory of all IT Assets

Training procurement 
of new devices

Secure removal of or
decommission of devices

Segment devices into
Various networks

Manage physical security
and visitors access

Employ and intrusion
prevention system (IPS) for
continuous monitoring

Procedure to assess/discover 
vulnerabilities and remediate



405(d) Recommended Practices (Vol. 1)

Incident

Response

Network 

Connected Devices

Oversight and

Governance

Establish procedures
To manage a cyberattack

Keep abreast by joining
Sharing Analysis Center

Secure medical devices 
That are connected

Manage physical security
and visitors access

Establish cybersecurity 
Governance, procedure, 
expected practices and
oversight

Sharing Analysis Center: https://www.fsisac.com/
FBI/IC3: https://www.ic3.gov/Home/IndustryAlerts
CISA: https://www.cisa.gov/

https://www.fsisac.com/
https://www.ic3.gov/Home/IndustryAlerts
https://www.cisa.gov/


Vulnerability Management Example



Cybersecurity 
Assessment Tool



You are a Supervisor at a hospital pharmacy. You delegated the first day 
of training of a new employee to one of your staff pharmacists. The staff 
pharmacist shared her password to provide the opportunity for the new 

employee to practice reviewing electronic orders. 

STEP 2
(check 
emails)

What 
causes to go 

wrong?

In what ways
it can go 
wrong?

What are the 
impacts?

11 Y,N

Process Threat
Potential 

Effect
Causes

What are 
the existing 

controls?

S O DControls

S= severity  1-low, 2-moderate, 3- high
O= occurrence  1-rarely, 2- often 3- many
D= detectability 1- Yes, 2- No

Example



https://405d.hhs.gov/cornerstone/hicp

Where to Find The Mitigating Practices



https://405d.hhs.gov/cornerstone/hicp





The Department of Health 
and Human Services (HHS
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Knowledge Check #4

Your employee receives a fraudulent email from a cyber-attacker 
disguised as an IT support person from your patient billing company. 
The email instructs your employee to click on a link to change their 
billing software passwords.

• What could happen?= What is the risk?

• Why might it happen?= Vulnerabilities

• What is the impact?= (data breach, ransom of data,,,)

• Is there an existing policy/procedure in place? 

A
Q

IMGBIN free image



Knowledge Check #5

• JR is a pharmacy technician in charge of preparing the deliveries to 
the patients’ homes. Documentation on deliveries are registered and 
receipt certification are collected using an iPad®.

• JR car broke and he had to leave his car at the repair shop. By 
mistake, he left the iPad® in his car. He called the repair shop and 
secured the iPad® until he returned.

• What could happen?

• Why might it happen?

• What is the impact?

Q
A



Cyber Security Practice Example-Risk 
Management-Mitigation



Examples of Practices to Combat 
Cyber Attacks
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Cybersecurity Practice
Administrative/Governance

• Develop policies and procedures

• Implement yearly, ongoing training

• Perform Risk Assessment 

• Communication plan for cyber threat information sharing

• Implement proven and tested response procedures 

• Implement incident response to manage successful cyber attacks 



Knowledge Check #6

• You are a Supervisor at a hospital pharmacy. You delegated the first 
day of training of a new employee to one of your staff pharmacists. 

• The staff pharmacist shared her password to provide the opportunity 
for the new employee to practice reviewing electronic orders. 

• What happened?

• What normally happens?

• Is there room for a new procedure, or policy?

Q
A



Example of the Use of Cybersecurity 
Practice-Policy Making

• Divulging your usernames and passwords. 

• Downloading and installing software (this is the primary mechanism 
of installing malware or ransomware)

• Receiving and opening e mails

• Implement proven and tested response procedures when employees 
click on phishing emails 

• Implement incident response plays to manage successful phishing 
attacks





Example of the Use of Cybersecurity 
Practice-Technology

Implement Multi-factor authentication (MFA)

• Tag external emails to make them as recognizable to staff.

• Implement advanced technologies for detecting and testing email for 
malicious content or links.



Knowledge Check #7

The healthcare provider discovered that a physician had accessed the 
medical records of celebrities and other patients without authorization. 
Dr. Zhou accessed the records of patients without authorization 323 
times after learning that he would soon be dismissed.  

Is this a HIPAA violation? A Cybersecurity violation?



HIPAA Law –Security Rule 
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405(d) versus HIPAA Security Rules

• Both have practices/standards that are flexible, voluntary.

• HIPAA have a series of “should” standards.

• Both are intended to protect the patients.

• 450(d) has an “enterprise” approach.

• HIPAA has a more “compliance” approach. (penalties and fines

• 405(d) reinforces/supplement HIPAA security rules.

HIPAA

405(d)



HIPAA ePHI Rules

General Rules
Administrative 

safeguards
Physical 

Safeguard

Technical 
Safeguards

Organization 
Requirements

Policies and 
Procedures



Security standards: General rules

• Ensure the confidentiality, integrity, and availability of all ePHI that it 
creates, receives, maintains, or transmits; 

• Protect against any reasonably anticipated threats and hazards to the 
security or integrity of ePHI; 

• Protect against reasonably anticipated uses or disclosures of  such 
information that are not permitted by the Privacy Rule.

https://csrc.nist.gov/pubs/sp/800/66/r2/final



HIPAA Security Rule
Definitions
• Confidentiality – ePHI is not made available or disclosed to unauthorized 

persons or processes.
• Integrity- ePHI have not been altered or destroyed in an unauthorized 

manner.
• Availability- ePHI is accessible and useable upon demand by an authorized 

person. 

General Rules 
• Provides addressable implementation specifications.
• Requires the maintenance of security measures to continue reasonable and 

appropriate protection of ePHI



HIPAA Violations- Office of Civil Rights

HHS’s Office Settles Ransomware Cyber Attack Investigation. https://www.hhs.gov/about/news/2023/10/31/hhs-office-civil-rights-settles-ransomware-cyber-attack-investigation.html

Risk Analysis was not thorough

Lack of safeguards

Failure to report breach

Use and disclosure issues

Missing or deficient policies and procedures

Outdated or insufficient training

Inconsistent access monitoring

3rd party disclosure

Lost or stolen device – laptop, USB, smart phone

Lack of encryption

https://www.hhs.gov/about/news/2023/10/31/hhs-office-civil-rights-settles-ransomware-cyber-attack-investigation.html


CASE: Doctors’ Management Services

• Best practices implemented to mitigate and prevent cyber-threats:

• Review all vendor and contractor relationships to ensure business associate agreements are 
in place.

• Risk analysis and risk management should be integrated into business processes;

conducted regularly and when new technologies and business operations are planned.

• Ensure audit controls are in place to record and examine information system activity.

• Implement regular review of information system activity.

• Utilize multi-factor authentication to ensure only authorized users are accessing ePHI.

• Encrypt ePHI to guard against unauthorized access to ePHI.

• Incorporate lessons learned from incidents into the overall security management process.

• Provide training specific to organization and job responsibilities and on regular basis;

https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/dms-ra-cap/index.html



Risk Analysis Failures Breach Penalties

• Steven A. Porter, M.D – $100,000 penalty for risk analysis and risk management 
failures.

• University of Massachusetts Amherst (UMass) – $650,000 penalty for risk 
management failures.

• Metro Community Provider Network – $400,000 penalty for risk management 
failures.

• Presence Health – $475,000 settlement for delaying the issuing of breach 
notifications by a month.



Cybersecurity Practice- Education

• Do you know the sender? If so, were you expecting the email? 

• Are there any spelling or grammatical errors, or any other indicators that the tone or 
style of the email is off? 

• Does the email have a sense of urgency or deadline to take an action? 

• Before clicking on a link, did you hover over it to see the URL destination? 

• If the link is to access the site of an account you have, did you go directly to the site 
instead of using the link to see if the information can be found directly on their site? 

• Do you know the sender, or are you suspicious of the email?

• If in doubt, do NOT open any attachments. Whenever you receive an email that sounds 
too good to be true or that you were not expecting, verify it before opening it! 

• Check with colleagues to find out whether they received the same suspicious email. 



Knowledge Check #8

• You are the Pharmacy in Charge at the hospital. The Security officer in 
cooperation with the Human resource department oversee training 
new employees. 

• Although the institutional training is comprehensive, would you 
consider offering your in-house training?

Q
A



ASPH and APhA Statements 
on Cybersecurity 
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APhA and ASHP Statements on Cybersecurity
APhA

• Urges policymakers to closely examine the cause, along 
with patient and business impact, aftermath, responses, 
penalties, and legal consequences related to the system 
outages and make the necessary policy changes, 
including the following:

• Map out the pharmacy ecosystem to identify infrastructure 
vulnerabilities

• Incentivize minimum standards for cybersecurity

• Establish a federal cyber-insurance program

• Consider and appropriately fund cybersecurity within 
emergency preparedness and response procedures and 
practices across the count

• Increase the penalties for breaches and noncompliance.

• End vertical integration practices that result in health 
care market consolidation

• Pause Audits: Health plans and PBM’s should be 
prohibited from conducting audits or compliance reviews 
until the cyberattack has been resolved.

• Make Pharmacies Whole for Good Faith Dispensing: ASHP 
is concerned about the uncertainty of receiving 
reimbursement for a prescription filled in good faith to 
ensure patient continuity of care and safety. 

• Provide Regulatory Flexibility: Exercise flexibility on 
enforcement until services are restored.

• Strongly advocate key decision-making roles for 
pharmacists in the planning, selection, design, 
implementation, and maintenance of medication-use 
information systems, electronic health records, 
computerized provider order entry.

• Urge hospitals and HS to involve department of pharmacy 
in performing appropriate risk assessment. 

ASHP



NCPA Statement of Record

• Include language that PDPs (and their subcontractors, such as PBMs) must communicate with 
pharmacies and other partners in the provider network within 24 hours of notification of a 
cyberattack and every 24 hours until essential functions are restored.

• Require PDPs to have their contingency plans posted on their public website, and in the event of a 
disaster/cyberattack, post the contingency plan and information about restoration of essential 
functions on their main home page (or linked to on home page)

• HHS should be acting as an immediate conduit for information, particularly for those people who 
are not included in the vendor-hosted calls or emails. 



Policies and Procedures Already in Place?

• Facility security

• Workstation 

• Restricting use of external drives

• Keeping passwords secure, do not share password

• Other policies

• Risk Analysis

• Incident response

• HIPAA security trainings. 

• Cybersecurity trainings.



Conclusion

• Effective cybersecurity is a shared responsibility involving the people, 
processes, and technologies that protect digital data and technology 
investments. 

• Cybersecurity requires a top-down approach. 

• Cyber attacks are evolving, we need in our pharmacy role to 
constantly improve the cybersecurity defenses.

• Our priority is patient security.

• Securing our institutions guarantees continuity of health care.



Pre-post



Pre-Post #1

1.Which of the following activities can cause data to be 

damaged or lost?

a)Staying online too long

b)Never fully shutting your computer down

c) Unauthorized access to a system

d)Always keeping your computer charging
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Pre-Post #2

2. Insider threats are people who:

a)Have legitimate access to computer systems and networks

b)Have relatives working in the same department.

c) People who are in their probationary period.

d)None of the above
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Pre-Post #3

3. Data loss and data security is important but there is little I can do 

as an individual employee.

a) True     

b) False
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Pre-Post #4

4. MR is a pharmacist who works for a healthcare organization. Fifty per cent of 

the time the works remote.  Which of the following can help to protect the data 

at work?

a) Do not plug an unknown USB drive into your computer.

b) Take advantage of security features.

c) Keep personal and business USB drives separate.

d) Disable Autorun.

e) Use and maintain security software and keep all software up to date.

f) All of the above
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Pre-Post #5

5. There are increased cybersecurity risks to patient safety with network 
connected medical devices.

a) True    

b) False
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Pre-Post #6

6. Hackers like to use Social Engineering Techniques to trick you into 

making a security mistake.  They do this by adding these words or 

phrases to a message. Select the answer from the list below.  

a) Sending a message with a sense of urgency.

b) Including wording that says “quick, time is running out”

c) Mentioning an illness of a family member or friend

d) All of the above
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Pre-Post #7

7. There are a few clues to look for if you suspect the e-mail you 

received is suspicious. Select all that apply.

a) The email contains several grammar and spelling errors.

b) You do not recognize the sender’s name or email.

c) The “from address” does not match the “sender” name.

d) Content with a sense of urgency

e) All of the above
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Pre-Post #8

8. Cyber Security is Patient Safety

a) True     

b) False
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Pre-Post #9

9. Which is not considered a good practice when receiving emails?

a) Asking: Do I know the sender?

b) Asking: Are there any spelling or grammatical errors or any other 

indicators that the tone or style of the email is off?

c) Hover over it to identify the website address.

d) When in doubt, ask a colleague.
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Pre-Post #10

10. The Cybersecurity Act of 2015

a) Promulgates best practices and methodologies to reduce cyber risks.

b) It is a team effort among various federal agencies and the public 

sector.

c) Applies only to the healthcare industry.

d) It is voluntary.

e) All of the above
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